
Kingston Technology IronKey D500S USB atmintukas 256 GB USB
A tipo 3.2 Gen 1 (3.1 Gen 1) Juoda
Gamintojas: KINGSTON  ·  Modelis: IKD500S/256GB  ·  EAN: 740617334715  ·  Prekės kodas: 79846

459,90 €
Kaina su PVM

Be PVM: 380,08 €

Neturime

Prekė internetu
Nuskenuokite kodą arba apsilankykite www.shopro.lt

Pagrindinės savybės

256 GB USB A tipo 3.2 Gen 1 (3.1 Gen 1)✓

Skaitymo laikas: 240 MB/s Rašymo laikas: 170 MB/s✓

Forma: Dangtelis✓

Juoda✓

Cinkas✓

Apsauginis slaptažodis✓

1 vnt✓

Aprašymas

FIPS 140-3 Level 3 Validated, XTS-AES 256-bit hardware-encrypted with trusted supply
chain

Kingston IronKey™ D500S best-in-class USB flash drive features military-grade and CMMC-compliant security to safeguard classified data. It is FIPS
140-3 Level 3 Validated with new enhancements from NIST for stronger security and attack protections. It features a rugged zinc casing that is
waterproof*, dustproof*, shock and vibration resistant**, crush resistant and epoxy filled. Designed and assembled by Kingston in California, D500S
is the world’s first FIPS 140-3 Level 3 Validated drive with a TAA-compliant trusted supply chain.
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The best-in-class Kingston IronKey™ D500S USB flash drive features flagship military-grade hardware-based XTS-AES 256-bit encryption that makes
IronKey the most trusted brand to safeguard classified information with CMMC compliance. It is FIPS 140-3 Level 3 Validated with new enhancements
from NIST requiring secure microprocessor upgrades for stronger security and attack protections for government and military uses. Governments
and enterprises need to establish new drive policies with the latest security standard defined by NIST. Data is encrypted and decrypted on the
D500S without any trace left on the host system. Designed and assembled by Kingston in California, D500S is the world’s first FIPS 140-3 Level 3
Validated drive with a TAA compliant trusted supply chain. All critical drive components were directly sourced by Kingston from TAA-compliant and
trusted suppliers, and stocked in the secured Kingston Manufacturing Centre in California, USA to ensure drive assembly is done in tightly controlled,
engineering-supervised processes.

It features a rugged zinc casing that is waterproof*, dustproof*, shock and vibration resistant to military standards**, crush resistant and filled with
special epoxy to protect internal components from penetration attacks.

IronKey D500S is an essential pillar to meeting Data Loss Protection (DLP) best practices with the toughest military-grade security for compliance
with data encryption laws and regulations such as CMMC, SOC2, NIS2, FISMA, GDPR, PIPEDA, HIPAA, HITECH, GLBA, SOX and CCPA, along with TAA.
D500S offers more features than any other drive in its class, making it an industry-leading security solution for high-value, confidential data
protection.

For added peace of mind, D500S incorporates digitally-signed firmware, making it immune to BadUSB malware. Brute force password attack
protection is always on to guard against password guessing and will ultimately crypto-erase the drive if invalid password retries are exceeded.

It offers a multi-password option to access data, which supports up to three passwords: Admin, User and One-Time Recovery. Admin can reset a User
password and also enable a One-Time Recovery password to restore access if the User password is forgotten.

D500S supports traditional Complex password or Passphrase mode***. Passphrases can be from 10–128 characters long. The FBI recommends multi-
word passphrases of 15 or more characters as stronger yet easier to remember than complex passwords.****

D500S includes an industry-first Dual Hidden Partition option where Admin can create two custom-sized secure partitions for Admin and User,
thereby allowing for a Hidden File Store that can be used to provision files to the User partition as needed. When using untrusted systems or sharing
the drive, the Hidden File Stores keep their data secure and invisible unless properly accessed.

With a special key sequence, one can enter a Crypto-Erase password that will crypto-erase the drive, destroy the data forever and reset it to prevent
unauthorised access in compromising situations. By destroying and regenerating its AES 256-bit encryption keys and erasing all data associated with
previous keys, the drive ensures that CUI is completely unrecoverable, supporting organisations in achieving compliance with NIST SP 800-88 and
NIST SP 800-171.

To assist users with keyboard issues, all password entry screens include an eye symbol that will display the password entered to reduce typos. A
virtual keyboard is also available in English***** to shield password entry from keyloggers and screenloggers.

D500S also supports two levels of Read-Only (Write-Protect) modes. Both Admin and User can set a session-based Read-Only mode to protect the
drive from malware on untrusted systems. Admin can also set a Global Read-Only mode that sets the drive in Read-Only mode until reset.

It also delivers fast dual-channel performance without compromising security. The drive includes a unique 8-digit serial number that is the same
electronically as the number engraved on the casing, with a scannable bar code for drive deployment or auditing purposes.

D500S offers fully customisable features and functionality to meet your organisation's specific needs.

Military-grade hardware-encrypted USB drive

FIPS 140-3 Level 3 Validated, certificate #5029. XTS-AES 256-bit encryption with secure microprocessor upgrades for stronger security. Built-in
protections against BadUSB, brute force attacks and physical tampering of internal components.

Trusted supply chain for government and enterprise compliance

All critical drive components were directly sourced by Kingston from trusted TAA-compliant suppliers, and stocked and assembled in the secure
Kingston Manufacturing Centre in California. This ensures the drive is assembled in the USA in tightly controlled, engineering-supervised processes.

Multi-password option for data recovery
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Enable Admin, User and One-Time Recovery passwords. Admin can reset a User password and enable a One-Time Recovery password to restore
User’s access to data if the User password is forgotten.

Complex or Passphrase mode

Select between Complex or Passphrase mode. Passphrases can be complete sentences or multiple words that only you remember – from 10 to 128
characters long. An eye symbol for all entered passwords helps reduce typos.

Industry-first Dual Hidden Partition option

Admin can create two custom-sized Dual Hidden Partitions for Admin and User for a Hidden File Store to keep data secure and invisible unless
properly accessed. Dual Hidden Partitions can provide additional security on untrusted systems or when drive sharing is required.

Crypto-erase password for compromising situations

The Crypto-Erase password will wipe encryption keys, delete all data forever and reset the drive.

Global and Session Read-Only (Write Protect) modes

Both Admin and User can set a session-based Read-Only mode to protect the drive from malware on untrusted systems. Admin can also set a Global
Read-Only mode that sets the drive in Read-Only mode until reset.

Rugged casing built to the toughest IronKey standards

Zinc casing that is crush resistant and epoxy filled for physical tamper-resistant security. MIL-STD-810F-certified for mechanical shock, vibration and
drop tests. IP67-certified for waterproof* and dustproof*.

Unique eight-digit serial number and barcode for asset tracking

To save time, simply read or scan the barcode when deploying, upon return or during any physical auditing.

Fully customisable

Enable, disable, modify drive features and profile. Co-logo.

Techninė specifikacija

Veikimo charakteristikos

Pajėgumas 256 GB

Įrenginio sąsaja USB A tipo

USB versija 3.2 Gen 1 (3.1 Gen 1)

Skaitymo laikas 240 MB/s

Rašymo laikas 170 MB/s

Suderinamos operacinės sistemos Windows 11, 10, macOS 12.x – 15.x, Linux Kernel 4.4+

Konstrukcija

Forma Dangtelis

Produkto spalva Juoda
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Korpuso medžiaga Cinkas

Apsaugos ypatybės Avarijoms išvengti, Atsparus dulkėms, Atsparus smūgiams, Atsparus vibracijai,
Atsparus vandeniui

LED indikatoriai Taip

Pakabinimo žiedas Taip

Tarptautinės apsaugos (IP) kodas IP67

Atsparumas vandeniui iki 1,2 m

Sertifikavimas IP67

Saugumas

Apsauginis slaptažodis Taip

Apsaugos algoritmų palaikymas 256-bit AES-XTS, FIPS 140-3

Techninės įrangos šifravimas Taip

Tik skaitymo funkcija Taip

Apsauga nuo puolimo grubios jėgos metodu Taip

Spartus saugusis trynimas Taip

Naudotojo ir administratoriaus vaidmenys Taip

Valdymo funkcijos Slaptažodžio nustatymas iš naujo

Svoris ir matmenys

Plotis 20 mm

Ilgis 79,5 mm

Aukštis 10 mm

Svoris 50 g

Pakuotės duomenys

Pakuotės plotis 127 mm

Pakuotės gylis 25,4 mm

Pakuotės aukštis 69,8 mm

Paketo svoris 77,61 g

Pakuotės turinys

Kiekis pakuotėje 1 vnt

Aplinkos sąlygos

Darbo temperatūros diapazonas (TT) 0 - 50 °C

Sandėliavimo temperatūros norma (T-T) -20 - 85 °C

Kitos savybės

Kilmės šalis Kinija, Taivanas

Atitikties sertifikatai Prekybos susitarimų įstatymas (PSĮ)
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Logistikos duomenys

Gaminių skaičius pagrindinėje (išorinėje) dėžėje 10 vnt

Pagrindinės (išorinės) dėžės plotis 139,7 mm

Pagrindinės (išorinės) dėžės ilgis 165,1 mm

Pagrindinės (išorinės) dėžės aukštis 152,4 mm

Pagrindinės (išorinės) dėžės bendrasis svoris 863,84 g

Tvarumas

Tvarumo reikalavimų laikymasis Taip

Matmenys ir svoris

Matmenys (I × P × A) 8,00cm × 2,00cm × 1,00cm

PREKĖS KORTELĖ
MB Kompiuterių guru · Sugeneruota 2026-10-18 03:08

Pateikta prekės informacija yra orientacinio pobūdžio. Techninės savybės, nuotraukos, aprašymai ir kaina gali keistis be išankstinio perspėjimo. Gamintojas ir pardavėjas neatsako už
galimus duomenų neatitikimus ar tipografines klaidas. Prieš įsigyjant rekomenduojame pasitikrinti aktualią informaciją.
www.shopro.lt · info@shopro.lt · +370 693 39903

Psl. 5


